Appendix A [bookmark: _Ref186195346]

	HMCTS ID
	ISO/IEC 27001:2013 Control Set
	Control
	NCSC CAF Objective
	Purpose
	Must or Should 
	Primary Evidence
	Security Non-Functional Requirements

	SEC-01-001
	Information Security Policies
	Policy
	(A) Managing Security Risk
	Business Requirements Document
	Should
	Technical Design Documents
	The solution should comply with applicable HMCTS Security Policies as shared – 
Overarching Information Security Management Policy, Data Protection Policy Review, HMCTS Acceptable Use Policy, HMCTS BYOD Policy, Remote Working Policy, HMCTS Information Risk Management Policy, HMCTS Security Incident management Policy, Information Classification and Handling Policy, HMCTS Information Security in Supplier Relationships Policy, HMCTS Security Training and Awareness Policy, HMCTS ISMS Internal Audit Policy, Security in Information Asset Management Policy, HMCTS Secure Development Policy, HMCTS Information Security in BCM Policy, Decommissioning and Disposal Policy, Cyber Security Logging and Monitoring Policy, Authentication and Logical Access Control Policy, HMCTS Backup Policy, HMCTS Information Transfer Policy, HMCTS Crypto Management Security Policy & HMCTS Change Management Policy.

	SEC-01-002
	Information Security Policies
	Policy
	(A) Managing Security Risk
	Procurement
	Should
	Security Management Plan
	The supplier should comply with applicable HMCTS Security Policies as shared – 
Overarching Information Security Management Policy, Data Protection Policy Review, HMCTS Acceptable Use Policy, HMCTS BYOD Policy, Remote Working Policy, HMCTS Information Risk Management Policy, HMCTS Security Incident management Policy, Information Classification and Handling Policy, HMCTS Information Security in Supplier Relationships Policy, HMCTS Security Training and Awareness Policy, HMCTS ISMS Internal Audit Policy, Security in Information Asset Management Policy, HMCTS Secure Development Policy, HMCTS Information Security in BCM Policy, Decommissioning and Disposal Policy, Cyber Security Logging and Monitoring Policy, Authentication and Logical Access Control Policy, HMCTS Backup Policy, HMCTS Information Transfer Policy, HMCTS Crypto Management Security Policy & HMCTS Change Management Policy.

	SEC-02-001
	Organisation of Information Security
	SPOC
	(A) Managing Security Risk
	Procurement
	Must
	Security Management Plan
	The supplier must provide HMCTS with a Single Point of Contact (SPOC) to act as coordinator and focal point for all the security aspects to the service and the SPOC (or a delegate) must be available to attend regular security working group meetings with HMCTS.

	SEC-03-001
	Human Resource Security
	Vetting and Clearance
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must perform appropriate checks on all personnel involved in the design, delivery and operation of the solution (pre-employment, during employment, termination and change of employment) in order to ensure the security of HMCTS information assets and the safety of staff and individuals within HMCTS.  At a minimum, personnel must successfully complete Baseline Personnel Security Standard (BPSS)(or equivalent) pre-employment screening before being granted access to HMCTS information assets (https://www.gov.uk/government/publications/government-baseline-personnel-security-standard).

	SEC-03-002
	Human Resource Security
	Vetting and Clearance
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must ensure all personnel (and those within the supply chain) hold the relevant vetting and clearance in accordance with the HMCTS Vetting and Clearance Policy as shared.  The HMCTS SIRO must approve any departure from this.  At a minimum, all personnel with access to (1) bulk personal data or administrative privileges will require Security Check (SC) clearance (2) Home Office or Policing systems will require Non-Police Personnel Vetting (NPPV) Clearance.

	SEC-03-003
	Human Resource Security
	Location
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must ensure all personnel (and those within the supply chain) are based in the United Kingdom (UK).  The HMCTS SIRO must approve any departure from this.

	SEC-03-004
	Human Resource Security
	Training & Awareness
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must ensure that all supplier and sub-contractor staff who have access to personal data, including staff in their supply chain if appropriate, undergo a session of data protection and information risk awareness training on induction and annually thereafter.

	SEC-04-001
	Asset Management
	Inventory
	(A) Managing Security Risk
	Procurement
	Should
	Security Management Plan
	The supplier should produce and maintain an accurate inventory of information, system, hardware (where applicable) and software assets used to deliver the service.

	SEC-04-002
	Asset Management
	Data Classification
	(A) Managing Security Risk
	Procurement
	Must
	Security Management Plan
	The supplier must implement measures to secure the physical handling, use, storage, transport and disposal of HMCTS information assets (whether in paper or electronic form) in accordance with the Government Security Classification Policy (https://www.gov.uk/government/publications/government-security-classifications) and SMP.

	SEC-04-003
	Asset Management
	Decommissioning
	(A) Managing Security Risk
	Procurement
	Must
	Security Management Plan
	The supplier must decommission, dispose, sanitise or destruct infrastructure and data in accordance with  National Cyber Security Centre (NCSC) guidance (https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media).  At a minimum, the supplier must (1) provide a decommissioning approach document, at least 3 months ahead of the first planned decommissioning activity, detailing the decommissioning and disposal methodology for approval by HMCTS (2) provide written confirmation to HMCTS on the completion of any decommissioning, disposal, sanitisation or destruction of assets.  

	SEC-05-001
	Access Control
	Authentication
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must implement secure authentication and authorisation mechanisms to reduce the likelihood of unauthorised access to the solution.  At a minimum, the solution must support (1) Single Sign-on (SSO) (2) OAuth 2.0 (3) OpenID Connect (OIDC) (3) SAML2.0 (4) LDAPS (or equivalent).

	SEC-05-002
	Access Control
	Authentication
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must implement Multi-Factor Authentication (MFA).  At a minimum, Time-based One-Time Password (TOTP) must be supported and TOTP must be considered invalid if not completed within 10 minutes.  

	SEC-05-003
	Access Control
	Authentication
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must support user authentication to existing Identity and Access Management (IdAM) services used by HMCTS.  At a minimum, the solution must (1) support Microsoft Entra ID (formerly Azure Active Directory) (2) respond to changes to user accounts or permissions within the HMCTS IdAM, within the minimum time possible (maximum 30 minutes).

	SEC-05-004
	Access Control
	Authorisation
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must provide the technical capability to configure a robust and granular Role Based Access Control (RBAC) model.  At a minimum, the solution must provide the ability to (1) manage user permissions at an individual, team and group level (2) support Just-in-Time (JIT) access (3) enforce the Principle of Least Privilege (PoLP) (4) separate the request and approval stages of account creation (5) log changes to user permissions.

	SEC-05-005
	Access Control
	Privileged Access
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must ensure segregation of duties by privileged users of the services.  At a minimum this must include (1) ensuring the Principle of Least Privilege (PoLP) is always applied (2) ensuring separation of request and approval for account creation (3) logging changes to user permissions (4) regularly reviewing privileged user access (5) privileged accounts are unique to each user and must only be used when performing privileged actions.

	SEC-05-006
	Access Control
	JML
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must ensure that all user account management supports the HMCTS in securely onboarding new staff (Joiners), managing staff transitions between teams (Movers), and offboarding staff who leave the organisation (Leavers).

	SEC-06-001
	Cryptography
	Credentials and Secrets Management
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must provide a secure mechanism to store and retrieve credentials, cryptographic keys and secrets based on NCSC guidance (https://www.ncsc.gov.uk/collection/cloud/understanding-cloud-services/choosing-and-configuring-a-kms-for-secure-key-management-in-the-cloud).  At a minimum, the solution must (1) use a tamper-resistant secure storage (2) provide a mechanism for automated rotation of keys and secrets (3) provide a mechanism for deletion or revocation of cryptographic keys (4) log and monitor access to cryptographic keys.

	SEC-06-002
	Cryptography
	Encryption (Data at rest)
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must implement cryptographic controls to provide data at rest protection for all HMCTS information assets based on NCSC guidance (https://www.ncsc.gov.uk/collection/cloud/the-cloud-security-principles/principle-2-asset-protection-and-resilience#principle23).  At a minimum, the solution must (1) not use NIST deprecated or disallowed ciphers (2) support symmetric algorithm AES (3) support 256-bit key length (4) support AES-GCM or AES-XTS modes of operation (5) support SHA-256 hashing algorithm.

	SEC-06-003
	Cryptography
	Encryption (Data in transit)
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must implement cryptographic controls to provide data in transit protection for all HMCTS information assets based on NCSC guidance (https://www.ncsc.gov.uk/guidance/using-tls-to-protect-data).  At a minimum, the solution must (1) not use NIST deprecated ciphers (2) support TLS 1.2 or above (3) disable TLS features known to be insecure (4) support 2048-bit RSA or ECDSA-256 P-256 Curve signing algorithms (5) support SHA-256 hashing algorithm.

	SEC-07-001
	Physical and Environmental Security
	Physical and Environmental Security
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must implement physical security controls at locations used in the provision of the solution and service.  At a minimum, National Protective Security Authority (NPSA) guidance (https://www.npsa.gov.uk/advice-guidance) must be consulted to identify proportionate controls for preventing unauthorised physical access, damage and interference to information processing facilities where HMCTS data may be stored, processed and managed from.

	SEC-08-001
	Operations Security
	Malware
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must implement malware controls to detect and prevent malware-based attacks.  At a minimum, the solution must (1) use up-to-date malware detection signatures or heuristics (2) prevent attacks in near real-time (3) be monitored to ensure malware controls are always enabled (4) meet NCSC pattern for Safely Importing Data (https://www.ncsc.gov.uk/guidance/pattern-safely-importing-data) for any function designed to ingest, upload or store data from an untrusted source.

	SEC-08-002
	Operations Security
	Vendor Support
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The supplier must ensure all software and hardware is supported by a vendor that produces regular security updates.  At a minimum, the supplier must (1) inform HMCTS six months in advance of software or hardware reaching end of vendor support (2) inform HMCTS if extended support agreements have been purchased to obtain security updates.

	SEC-08-003
	Operations Security
	End User Devices
	(B) Protecting Against Cyber Attack 
	Procurement
	Should
	SMP
	The supplier should ensure devices used to access or manage HMCTS data under the management authority of the supplier have a minimum set of security policy configurations enforced.  At a minimum, all supplier devices must satisfy the security requirements set out in the NCSC Device Security guidance (https://www.ncsc.gov.uk/collection/device-security-guidance).

	SEC-08-004
	Operations Security
	Environments
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must enforce physical or logical segregation between production and non-production environments.

	SEC-08-005
	Operations Security
	SyOPs
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must not extract/export any HMCTS data outside of the service, without written consent from HMCTS.  Any HMCTS approved extract/export must be strictly controlled and recorded.  

	SEC-08-006
	Operations Security
	Change Management
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must ensure any changes to hardware and software configurations are performed under formal change control which includes security impact assessment prior to change approval.  At a minimum, the supplier must audit against unauthorised changes at least once during any period of twelve months and provide evidence to HMCTS of audit findings.

	SEC-08-007
	Operations Security
	Audit, Logging and Monitoring
	(C) Detecting Cyber Security Events 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must ensure security log events and audit events are retained and available for a configurable period.  At a minimum, the solution must ensure security events and audit events (1) contain an accurate date and time stamp (2) are verbose enough to support effective security incident management and forensics (3) are stored and made available for a minimum of 90 days for services that can be accessed from the internet and a minimum of 13 months for services that are accessed using a MOJ, HMCTS or Government identity (5) should not be retained for longer than 2 years without specific approval from HMCTS

	SEC-08-008
	Operations Security
	Security Monitoring
	(C) Detecting Cyber Security Events 
	Business Requirements Document
	Must
	Technical Design Documents
	The supplier must ensure the solution is under 24x7x365 security monitoring to detect suspicious and unauthorised activities based on NCSC Security Monitoring guidance (https://www.ncsc.gov.uk/files/NCSC_SOC_Feeds.pdf)

	SEC-08-009
	Operations Security
	Security Monitoring
	(C) Detecting Cyber Security Events 
	Business Requirements Document
	Should
	Technical Design Documents
	The supplier should provide an automated mechanism to export security event logs to HMCTS security monitoring systems.

	SEC-08-010
	Operations Security
	Technical Vulnerability Management
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must perform regular vulnerability scanning of all the components within the solution.  At a minimum, the scope must include (1) devices (2) infrastructure (3) software (4) firmware (5) software dependencies (6) application code analysis (SAST and DAST).

	SEC-08-011
	Operations Security
	Technical Vulnerability Management
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must remediate all vulnerabilities in accordance with the HMCTS Vulnerability Management Policy as shared.  At a minimum CRITICAL severity vulnerabilities must be remediated as soon as reasonably practical (take first priority) and HIGH severity vulnerabilities remediated within seven days.

	SEC-08-012
	Operations Security
	SyOPs
	(B) Protecting Against Cyber Attack 
	Procurement
	Should
	Security Management Plan
	The supplier should comply with any Security Operating Procedures (SyOPs) that have been issued to HMCTS by organisations for which HMCTS processes data.  At a minimum, this should include SyOPs from (1) Home Office (2) MoJ (3) Judiciary

	SEC-08-013
	Operations Security
	Technical Vulnerability Management
	(B) Protecting Against Cyber Attack 
	Procurement
	Should
	Reports
	The supplier should provide regular reporting on vulnerability management.  At a minimum, this should include information relating to (1) vulnerabilities detected (2) exploitability (3) mitigating controls (4) recommendations for remediation (5) remediation progress.

	SEC-09-001
	Communications Security
	Network Security
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must implement network security controls to make a network compromise difficult or reduce the impact of any network-based attack.  At a minimum, controls must include (1)  limiting all inbound and outbound traffic to only those sources/destinations and protocols required for the solution to function (2) network segmentation or zones (3) preventing lateral movement based on NCSC Preventing Lateral Movement Guidance (https://www.ncsc.gov.uk/guidance/preventing-lateral-movement) (4) preventing Denial-of-Service (DoS) attacks.

	SEC-10-001
	System Acquisition, Development, and Maintenance
	Risk Assessments
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Security Management Plan
	The supplier must produce and maintain an information security risk assessment of the solution based on a formal risk assessment methodology and share the output with HMCTS in the form of a documented information security risk register.  At a minimum, the risk assessment must include (1) risk events (2) risk causes (3) risk impact (4) risk severity (5) mitigating controls

	SEC-10-002
	System Acquisition, Development, and Maintenance
	System Interfaces
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must ensure any system-to-system data flows or Application Programming Interfaces (APIs) are protected using Good Industry Practice security controls.  At a minimum, controls should include (1) authentication (2) integrity checking (3) encryption (4) limited data exposure (5) ensuring all third-party interfaces are covered by any MoU or other type of agreement.

	SEC-10-003
	System Acquisition, Development, and Maintenance
	Technical Design Documentation
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution technical design documents issued to HMCTS must explicitly detail how HMCTS technical security non-functional requirements and outcomes are being implemented or met.  At a minimum, all technical design documents must (1) include a dedicated security section (2) highlight any shortcomings against HMCTS technical security non-functional requirements (3) highlight any single point of failure that could impact the availability of the solution.

	SEC-10-004
	System Acquisition, Development, and Maintenance
	Secure Configuration
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution components must be deployed and configured in accordance with any published and applicable secure deployment or configuration guides made available by Vendors, NCSC, or Centre for Internet Security (CIS).  For example:

Microsoft Cloud Security Benchmark (https://learn.microsoft.com/en-us/security/benchmark/azure/)
AWS Security Documentation (https://docs.aws.amazon.com/security/)
NCSC Device Security Guidance for Windows (https://www.ncsc.gov.uk/collection/device-security-guidance/platform-guides/windows)
CIS Benchmark for RHEL (https://www.cisecurity.org/benchmark/red_hat_linux)

	SEC-10-005
	System Acquisition, Development, and Maintenance
	NCSC CSP
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must meet all applicable requirements of the NCSC Cloud Security Principles (https://www.ncsc.gov.uk/collection/cloud/the-cloud-security-principles).  At a minimum, all multi-tenant cloud services must demonstrate how tenant separation or boundaries are implemented within compute, storage and data flows and networking.

	SEC-10-006
	System Acquisition, Development, and Maintenance
	NCSC CAF
	(B) Protecting Against Cyber Attack 
	Procurement
	Should
	Security Management Plan
	The supplier should share security related information about the solution in order to assist HMCTS in completing the NCSC Cyber Assessment Framework (CAF)(https://www.ncsc.gov.uk/collection/caf)

	SEC-10-007
	System Acquisition, Development, and Maintenance
	NCSC SDP
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must demonstrate implementation of the NCSC Secure Design Principles (https://www.ncsc.gov.uk/collection/cyber-security-design-principles/cyber-security-design-principles).

	SEC-10-008
	System Acquisition, Development, and Maintenance
	NCSC BPD
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must demonstrate applicable measures have been implemented from the NCSC Protecting Bulk Personal Data Guidance (https://www.ncsc.gov.uk/collection/protecting-bulk-personal-data).

	SEC-10-009
	System Acquisition, Development, and Maintenance
	OWASP
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must ensure any web applications and APIs are designed and implemented to prevent common security attacks such as those listed in the OWASP Top 10 (https://owasp.org/www-project-top-ten/).

	SEC-10-010
	System Acquisition, Development, and Maintenance
	Test Data
	(B) Protecting Against Cyber Attack 
	Business Requirements Document
	Should
	Technical Design Documents
	The solution should ensure live HMCTS data (or copies of) are only stored in production (operational) systems.

	SEC-11-001
	Supplier Relationships
	Contracts
	(A) Managing Security Risk
	Procurement
	Must
	Security Management Plan
	The supplier must ensure, and provide evidence to HMCTS, that all security requirements applicable to the solution or service, will flow down in the supply chain and will apply to all sub-contractors, partners, and suppliers that participate in the solution or service.

	SEC-12-001
	Information Security Incident Management
	Process
	(D) Minimising The Impact of Cyber Security Incidents 
	Procurement
	Must
	Security Management Plan
	The supplier and HMCTS must notify the other upon becoming aware of any security incident, breach of security or any potential or attempted breach of security (including throughout the supply chain) in accordance with the ISMS, SMP and HMCTS Security Incident Management Policy as shared.

	SEC-13-001
	Information Security Aspects of Business Continuity Management 
	BCMS
	(D) Minimising The Impact of Cyber Security Incidents 
	Procurement
	Must
	Security Management Plan
	The supplier must develop and maintain a Business Continuity and Disaster Recovery Plan that meets the requirements of ISO/IEC22301 (https://www.iso.org/standard/75106.html).  The Plan must be specific to the service delivered to HMCTS.

	SEC-13-002
	Information Security Aspects of Business Continuity Management 
	Testing backups
	(D) Minimising The Impact of Cyber Security Incidents 
	Procurement
	Must
	Security Management Plan
	The supplier must test backup solutions.  At a minimum this must include (1) a backup test at least every three months (2) verifying data reliability and integrity of data in scope of the ISMS (3) ensuring that any testing meets the requirements of the BCDR plan (4) verifying Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) can be met.

	SEC-14-001
	Compliance
	SMP
	(A) Managing Security Risk
	Procurement
	Must
	Security Management Plan
	The supplier must prepare, develop, maintain, and deliver to HMCTS for approval a complete and up to date Security Management Plan (SMP) covering all services delivered under contract.  At a minimum, the SMP must (1) be structured in accordance with the HMCTS SMP template as shared, (2) identify how the supplier's ISMS applies to the services offered to HMCTS, (3) explicitly detail how security non-functional requirements and outcomes are being implemented or met (4) identify the necessary delegated organisational roles defined for those responsible for delivering and overseeing the SMP (5) detail the supplier approach and processes for delivering the services using Sub-Contractors and third parties authorised by HMCTS.

	SEC-14-002
	Compliance
	SAL
	(A) Managing Security Risk
	Procurement
	Must
	Security Management Plan
	The supplier must ensure that all changes to services impacting IT security are approved in accordance with the agreed change procedure and take account of the latest Security Aspects Letter (SAL) as shared.

	SEC-14-003
	Compliance
	ISMS
	(A) Managing Security Risk
	Procurement
	Should
	Certificates
	The supplier should hold and maintain valid ISO 27001 certification for their Information Security Management System (ISMS).  The certification must be issued by a UKAS registered certification body the scope of which fully and explicitly includes the system(s) used for the solution, service and data and all related operations and procedures.

	SEC-14-004
	Compliance
	Cyber Essentials
	(A) Managing Security Risk
	Procurement
	Must
	Certificates
	The supplier must hold and maintain Cyber Essentials (CE) certification the scope of which includes the systems within the solution provided to HMCTS.

	SEC-14-005
	Compliance
	Technical Vulnerability Management
	(B) Protecting Against Cyber Attack 
	Procurement
	Must
	Reports
	The supplier must perform an IT Health Check (ITHC) of the solution under the CHECK scheme (https://www.ncsc.gov.uk/information/check-penetration-testing).  At a minimum, this must include (1) performing an ITHC within the last six months of service commencement, thereafter annually and upon significant change to the system (or a system component) (2) a scope that contains all components within the solution or a subset that has been approved by HMCTS (3) sharing ITHC report findings with HMCTS (4) remediation of all discovered vulnerabilities in accordance with the HMCTS Vulnerability Management Policy as shared.

	SEC-14-006
	Compliance
	Data Protection
	(A) Managing Security Risk
	Business Requirements Document
	Must
	Technical Design Documents
	The solution must ensure all HMCTS data is stored, supported, and processed within the United Kingdom (UK).  The HMCTS SIRO must approve any departure from this.

	SEC-14-007
	Compliance
	Data Protection
	(A) Managing Security Risk
	Procurement
	Must
	Security Management Plan
	The supplier must ensure that all aspects of the service provided to HMCTS is performed in accordance with Data Protection Legislation (UK GDPR and UK DPA), comply with both the law and good practice, respect the rights of individuals, be open and honest about how it Handles personal data.

	SEC-14-008
	Compliance
	HMCTS Audit and Inspection
	(A) Managing Security Risk
	Procurement
	Must
	Security Management Plan
	The supplier must allow for audits and inspections of its data processing activity by HMCTS, or an auditor designated by HMCTS.

	SEC-14-009
	Compliance
	PCI DSS
	(A) Managing Security Risk
	Procurement
	Must
	Security Management Plan
	The supplier must comply with the requirements of the Payment Card Industry Data Security Standards (PCI DSS) where applicable to the solution.

	SEC-14-010
	Compliance
	Internal audit
	(A) Managing Security Risk
	Procurement
	Should
	Reports
	The supplier should conduct internal security audits from time to time (and at least annually) across the scope of the ISMS and additionally after any change or amendment to the ISMS or Security Management Plan (SMP).  At a minimum, security audit findings should be shared with HMCTS in the form of a report.
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